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Ascent Health & Sport Therapy General Privacy & Security Policies and Procedures

Appendix B

Privacy Policy

SECTION 1: COLLECTION AND USE
a) Ascent Health & Sport Therapy will only collect and use personal information as
necessary in order to provide, verify and manage the services received from
Ascent Health & Sport Therapy, as well as to communicate information to
clients with regard to the services they receive.

b) The information collected by Ascent Health & Sport Therapy is done so in
accordance with sections 18 to 24 of the Health Information Act (HIA). All uses
of this information are carried out in accordance with sections 25 to 30 of the
HIA.

SECTION 2: DISCLOSURE
a) Ascent Health & Sport Therapy will only share personal information outside of
the clinic when necessary to verify and manage the services provided to its
clients, when compelled by law, or with the client’s express consent. Under
those circumstances, Ascent Health & Sport Therapy will limit the disclosure
only to what is necessary for the purposes identified.

b) Information may be requested by an outside organization or person(s) for
purposes beyond those consented to by a client. In these instances, any
disclosure(s) will be made only with the explicit consent of that client or when
allowed or compelled by law.

c) Any disclosures are done so in accordance with sections 31 to 45 if the HIA.

SECTION 3: DATA ACCURACY AND ACCESS TO CLIENT RECORDS
a) Ascent Health & Sport Therapy will endeavor to keep personal and health
information as complete, accurate and up-to-date as possible to fulfill the
purpose(s) for which it was collected, including backing up electronic data.

b) Clients will be provided with access to their information upon written request
within a reasonable time. Ascent Health & Sport Therapy Personal Information
Request/Correction Form is available at the clinic for this purpose.

c) Any disclosure of personal information to the individual that the information
relates or their intended designate, is done so in accordance with sections 31
to 45 if the HIA.



SECTION 4: RETENTION AND SECURITY
a) Ascent Health & Sport Therapy will maintain appropriate physical and
electronic safeguards and security measures to protect the personal and health
information in its custody and control against loss, theft, unauthorized access,
disclosure, copying, use or modification; regardless of the format in which it is
held in accordance with section 60 of the HIA.

b) All personal information will be retained for a minimum of 10 years, following
the date of the patient’s last visit.

c) All employees, including contractors and business partners, will undergo
regular training to ensure thorough knowledge of and compliance with the
privacy standards set out in the HIA.

d) All employees, including contractors and business partners, must ensure
passwords, electronic access keys, etc. are kept confidential at all times and
should not be written down, posted publicly, or shared with other staff unless
expressly authorized by the responsible Privacy Officer or for security purposes.

e) All employees, including contractors and business partners, must ensure
physical safeguards are maintained, allowing no unauthorized access or copying
of keys, access card, etc. unless expressly authorized by the responsible
Privacy Officer or for security purposes.

f) Should client information be compromised in anyway, Ascent Health & Sport
Therapy will inform the affected individual(s) immediately of the nature and
scope of the breach; take necessary steps to correct the breach and involve
legal authorities where necessary.

SECTION 5: DISPOSAL

a) Ascent Health & Sport Therapy will dispose of any personal and health
information in an appropriate and secure manner when no longer required in
accordance with section 60(2)(b) of the HIA.

SECTION 6: DUTIES OF THE RESPONSIBLE PRIVACY OFFICER
a) The responsible Privacy Officer must:

i.  Identify privacy compliance issues for the Clinic;

ii.  Ensure that privacy and security policies and procedures are developed,
reviewed and maintained as necessary, including the development and
submission of privacy impact assessments to the Office of the
Information and Privacy Commissioner;

iii.  Ensure that Ascent Health & Sport Therapy staff, contractors and
business partners complete necessary privacy training and are aware of
their responsibilities and duties under HIA;

iv.  Provide advice on and interpretation of HIA;

V.  Respond to formal and informal requests for access to or correction of
personal information;



vi.  Ensure the overall security and protection of personal information in the
custody or control of Ascent Health & Sport Therapy; and

vii.  Represent Ascent Health & Sport Therapy in dealings with third parties
and the Office of the Information and Privacy Commissioner.
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Appendix C
Right of Access Policy and Forms

SECTION 1: INFORMAL REQUESTS

i.  Requests from individuals to access basic health information solely about
themselves (e.g. confirm a treatment plan or a change in personal
information about the individual) are handled informally with valid
identification if uncertain of patient identity.

ii.  Requests from individuals to correct or amend basic health information
solely about themselves are handled informally with presentation of valid
identification if uncertain of patient identity (e.g. driver’s license, Alberta
Health Care Insurance Plan Card) and documentation.

SECTION 2: FORMAL REQUESTS

i. Requests for access to health information which cannot be handled
informally must be made in writing using the Ascent Health & Sport Therapy,

Personal Information Request/Correction Form (see section 6 below).

ii. A person may request access to another individual’s information only if he or
she has that individual’s written authorization, or has completed Ascent

Health & Sport Therapy's, Authorization of Representatives Form (see
section 7 below)

jii. A response to an applicant’s written request must be made within 30 days of
receipt of the request.

iv. An individual may request a copy of an audit log showing who has accessed
their profile.

SECTION 3: REQUEST FOR CORRECTION OF HEALTH INFORMATION

i.  Requests to correct or amend information which cannot be handled informally
must be made in writing. An applicant may request a correction/amendment to
another individual’s information only if he or she has proof of being that
individual’s authorized representative as set out under section 104 of the HIA
(see section 7 below).



ii. The Privacy Officer, custodian, as well as appropriate staff members will
determine whether the request is to be granted or refused. Custodians are not
obliged to make changes based on opinions; however they must consider the
request and make a decision based on their professional judgment. The
correction process must be completed within 30 days of receipt of the request
for correction, unless the time has been extended in accordance with the HIA.

iii. In the case of a correction/amendment or refusal thereof, the Privacy Officer
shall ensure that the correction/amendment has or has not been made and
inform the applicant of the same in writing (see section 8 below for refusal
letter).

iv. The Privacy Officer will advise any person to whom the information was
disclosed in the preceding year that a correction or amendment was made. The
only exception being where:

a. The custodian believes the applicant will not be harmed if notification is
not provided; and the applicant agrees.

v. If the request is refused and the applicant elects to submit a statement of
disagreement as outlined on the form, the statement shall be attached (if
reasonably practical) to the information that is the subject of the request for
correction or amendment. Any person to whom the record has been disclosed
in the year preceding the date of the request shall receive a copy of the
statement of disagreement.

SECTION 4: NON DISCLOSURE (in relation to an access request)

i.  Mandatory exceptions to disclosure: Health information must not be disclosed
to an applicant:

1. If it is about an individual other than the applicant, unless:

a. it was originally provided by the applicant in the context of a
health service for the applicant (i.e. the applicant provided
his/her family medical history to the chiropractor. For example,
the applicant’s record contains the statement, “My father has a
history of heart disease.”);

b.  If it sets out procedures or contains results of an investigation,
discipline proceeding, practice review or an inspection related to
a health services provider; or

C. If the disclosure is prohibited by legislation

ii.  Discretionary exceptions to disclosure: Health information may not be disclosed
to the applicant if the disclosure could reasonably be expected to:



1. Result in immediate and grave harm to the applicant’s mental or
physical health or safety;

2. Threaten the health or safety of another individual or the public;
3. Pose a threat to public safety;

4. Lead to the identification of a person who provided health information
in confidence; or

5. Be expected to prejudice the use or results of audits, diagnostic tests or
assessments.

iii.  If health information is partly disclosed, the excepted information will be
removed (severed) from the record prior to the record being disclosed to the
applicant. The applicant will be advised that information was severed and
under what sections of the HIA the exceptions were made. The applicant will
be provided with a contact name at the clinic who can answer questions about
the severing decisions.

iv.  The applicant will be informed they can ask the Office of Information and
Privacy Commissioner (OIPC) for a review of granting/refusing access decisions
and granting/ refusing correction requests.

v.  If the applicant views the original record, a staff member shall be present to
answer questions and maintain the integrity of the record.

SECTION 5: AUTHORIZED REPRESENTATIVES

1. As set out under s.104 of the HIA, the following persons may exercise any
right, including an individual’s right to correct or amend his/her health
information:

a. if the individual is 18 years of age or older, by the individual,

b. if the individual is under 18 years of age and understands the nature
of the right or power and the consequences of exercising the right or
power, by the individual,

c. if the individual is under 18 years of age but does not understand the
nature of the right or power and the consequences of exercising the
right or power, by the guardian of the individual

d. if the individual is deceased, by the individual’s personal
representative (e.g. administrator or executor) if the exercise of the
right or power relates to the administration of the individual’s
estate,

e. if a guardian or trustee has been appointed for the individual under
the Dependent Adults Act, by the guardian or trustee if the exercise



Vi.

Vii.

of the right or power relates to the powers and duties of the guardian
or trustee,

f. if an agent has been designated under a personal directive under the
Personal Directives Act, by the agent if the directive so authorizes,

g. if a power of attorney has been granted by the individual, by the
attorney if the exercise of the right or power relates to the powers
and duties conferred by the power of attorney,

h. if the individual is a formal patient as defined in the Mental Health
Act, by the individual’s nearest relative as defined in that Act if the
exercise of the right or power is necessary to carry out the
obligations of the nearest relative under that Act,

i. or by any person with written authorization from the individual to act
on the individual’s behalf.

When an authorized representative as set out above seeks to access or
correct/amend health information, it is the applicant’s responsibility to
provide documentation to demonstrate he/she is the individual’s Authorized
Representative; and an Authorization of Representatives Form must be
completed (see section 7 below).

Staff will carefully review documentation provided by the applicant to
ensure they have authority to act on behalf of the individual and, where
appropriate, will keep a copy of such documentation.

Every reasonable effort to assist the applicant and to respond openly,
accurately and completely shall be made. This includes providing an
explanation of any term, code or abbreviation used in the record.
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Appendix D
Information Handling and Security Policy

SECTION 1: ADMINISTRATIVE SAFEGUARDS

i.  Information privacy and security policies and procedures have been developed
and are updated as necessary based on the results of a regular review (e.g.
Yearly).

ii.  Only the least amount of information necessary for the intended purpose is
collected, used and disclosed.

iii.  Access to health information is restricted to staff who require access to the
health information in order to perform their job duties.

iv.  Confidentiality and security of health information is addressed as part of the
conditions of employment for new staff and is written into job description and
contracts.

v.  Staff are monitored for compliance with policies and procedures.

vi.  All new staff are required to review policies and procedures, and sign off that
they have read, understood and will abide by them.

vii.  All staff are required to attend HIA, and related privacy and security, training
sessions (e.g. regular updates at staff meetings).

viii.  All staff, students, volunteers and contracted personnel are required to sign an
Oath of Confidentiality (See Confidentiality Policy).

ix.  Termination process for employees and third parties - Upon termination of any
employee(s) or third parties, the following procedures are to be followed:

a. All sensitive materials are to be retrieved including access control
items like badges, keys, fobs or security tokens, and revocation of
door and access keys and cards;

b. Retrieve all system related documentation;
C. Terminate all user accounts, passwords and alarm codes.

X.  Health information is not transmitted verbally if conversations can be
overheard or intercepted.

xi.  Before implementing a new, or making a change to an existing, administrative
practice or information system that relates to the collection, use and
disclosure of individually identifying health information, a Privacy Impact



Assessment (PIA) is completed and submitted to the Office of the Information
and Privacy Commissioner.

xii.  All privacy compliance issues and security breaches are reported to the Privacy
Officer.

xiii.  Health information is retained in accordance with specific records retention
provisions as set out by the Alberta College and Association of Chiropractors,
Standards of Practice (see:

http://www.albertachiro.com/ieadmin/files/ACAC Standards of Practice.pdf)

SECTION 2: TECHNICAL SAFEGUARDS

i.  All Jane App users are assigned a unique identifier (user ID) that restricts
access to the system (e.g. Jane APP login).

ii.  Access to Jane App is password protected.

iii.  Passwords must be kept confidential at all times and are not to be written
down, posted publicly or shared with other staff. As a best practice it is
preferred that passwords be at least 8 characters long, and include at least one
number and one symbol (e.g. @#5$%"&). It is preferable not to use words found
in the dictionary or names that could easily be guessed, like your pet’s name,
your name, or your children’s name.

iv.  Screen saver passwords are used to protect against unauthorized access if a
computer is left unattended.

v.  Health information sent via the system networks is encrypted prior to
transmission.

vi.  The system is capable of creating and maintaining logs of access to patient
information. The log contain the following information (see policy on Access

Logs ):
a user identification associated with an access
b. role or job function of user
C date and time of an access
d. actions performed by the user (e.g. Creating, viewing, editing,
deleting)

e. identification of the individual whose record was accessed (e.g.
Name, personal health number)

vii.  Jane App is audited to detect unauthorized access and prevent modification or
misuse of health information.

viii.  Audit trails are reviewed as deemed necessary by the custodian, and on an
incident basis.


http://www.albertachiro.com/ieadmin/files/ACAC_Standards_of_Practice.pdf

iX.

Xi.

Xii.

Xiii.

Xiv.

XV.

Health information is protected from unauthorized external access by a
firewall.

Virus scanning software is installed to protect health information from
unauthorized modification, loss, access or disclosure.

Systems are regularly patched with critical patches being applied as soon as
possible. Automatic updates are enabled for Jan.

Jane App is backed up on a daily basis.
Back-up information is stored in a secure, locked environment off-site.

Information intended for long term storage on electronic media (e.g. tape,
DVD, disk) is reviewed on an annual basis to ensure the data is retrievable and
to migrate the data to another storage medium if necessary.

Installing or Altering Software. The custodian is responsible for authorizing and
approving all software installations and alterations by the vendor.

SECTION 3: PHYSICAL SAFEGUARDS

1.

iii.

Vi.

Vii.

viii.

iX.

Records are retained, stored and disposed of in an organized, safe and secure
manner.

Rooms and/or cabinets used to store health information are locked when not in
use. Current health information is kept in our HER system Jane App. Old paper
files are kept in a secure storage unit off site.

Records storage areas are equipped with smoke detectors, fire extinguishers
and sprinkler systems when possible.

The distribution of keys is strictly controlled; keys are returned by staff after
their employment has been terminated.

Building premises are protected by building alarms.. Alarm codes are managed
by clinic owners

Health information is not left unattended in areas to which the public has
access.

Computer monitors are positioned so that on-screen information cannot be
viewed by passers-by.

Individuals are prevented from viewing health information unless looking
directly at the screen.

When health information is transported to another location, it is placed in a
sealed envelope, marked as confidential and directed to the attention of the
authorized recipient.

Staff verifies the identity of courier services used for the transportation of
health information.



Xi.

Xii.

Xiii.

Xiv.

XV.

XVi.

XVii.

Fax machines are located in a secure area.

Pre-programmed numbers are not used to send fax transmissions of identifiable
health information.

All fax transmissions are sent with a cover sheet that indicates the information
being sent is confidential and requesting that the information be returned to
the clinic if sent to the wrong number.

Reasonable steps are taken to confirm that health information transmitted via
fax is sent to a secure fax machine and to confirm that the information was
received

Health information in paper format is disposed of by confidential shredding.

Destruction is documented by listing the records/files to be destroyed,
recording the date of destruction and having a staff member sign off that the
destruction occurred.

All information is wiped clean with an appropriate disk wiping utility prior to
disposal of electronic data storage devices (e.g. surplus computers, internal
and external hard drives, diskettes, tapes, CD-ROMS) or the device(s) and
storage medium be physically destroyed.
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Appendix F
Policy for the Collection, Use and Disclosure

of Health Information

SECTION 1: COLLECTION OF HEALTH INFORMATION

1. Individually identifying health information is collected directly from the individual
who is the subject of the information, or his/her Authorized Representative,
unless:

i. the individual consents to the indirect collection of the information;

ii. direct collection would compromise the interests of the individual, the
purpose of collection, the accuracy of the information or the safety of
any other person;

iii. direct collection is not reasonably practicable;

iv. the information is collected for the purpose of compiling a family or
genetic history in order to provide a health service to the individual;

v. the information is collected to assess the individual’s ability to
participate in a program, or receive a benefit, product or health
service;

vi. the information is collected to inform the Public Trustee or Public
Guardian about clients or potential clients;

vii. the information is publicly available; or

viii. the information is disclosed in accordance with Part 5 of the HIA (rules
related to disclosure).

ix. A Privacy Notice is displayed in the clinic to inform clients of the
purpose and authority for the collection of information, and the
availability of the Privacy Officer to answer questions or concerns (see
section 5 below for sample privacy notice).

SECTION 2: USE OF HEALTH INFORMATION

2. Health information is only used for the following purposes (referred to as
Authorized Uses):

i. to provide health services;

ii. to determine or verify an individual’s eligibility to receive a health
service;



iii.

iv.

vi.

to conduct investigations, discipline proceedings, practice reviews or
inspections;

to provide education for health service providers;

to carry out a purpose authorized or required by legislation (e.g. Public
Health Act, Child Welfare Act); or

for internal management purposes, including planning, resource
allocation, policy development, quality improvement/quality assurance,
monitoring, audits, evaluation, reporting and to manage human
resources.

SECTION 3: DISCLOSURE OF HEALTH INFORMATION

3. Asrequired under section 58(2) of the HIA, the express wishes of the individual
together with any other relevant factors are considered before any disclosure. As
a result, individuals may specify if they do not wish certain pieces of health
information to be disclosed. (see section 6 below).

4.

i

Any time health information is disclosed the authority and identity of
the recipient is authenticated (e.g. disclosing health information over
the phone).

As authorized under section 35 of the HIA, health information may only be
disclosed without consent in limited circumstances, including:

i

ii.

iii.

iv.

vi.

vii.

to another custodian, or its affiliate, for any of the Authorized Uses;

to a person who is responsible for providing continuing care and
treatment to the individual;

to family members of the individual, or a close personal friend, if the
information is provided in general terms and concerns the presence,
location, condition, diagnosis, progress and prognosis of the individual
on the day on which the information is disclosed, unless contrary to the
express request of the individual;

to contact family members or a close personal friend of the individual,
if the individual is injured, ill or deceased, unless contrary to the
express request of the individual;

if the individual is deceased, to the family members of the individual or
a close personal friend, if the information relates to the circumstances
surrounding the death of the individual or to health services recently
received by the individual, unless contrary to the express request of the
individual;

for the purpose of a court proceeding to which the custodian is party;

to comply with a subpoena, warrant or court order issued or made by a
court, person or body having jurisdiction in Alberta;



viii. to any person if the custodian believes, on reasonable grounds, that the
disclosure would avert or minimize an imminent danger to the health or
safety of any person; or

ix. if the individual lacks mental capacity to consent and, in the opinion of
the custodian, disclosure is in the best interest of the individual.

X. to third party insurers in order to obtain or process payment and to
adjudicate health product and service claims more effectively.

5. Health information may be disclosed without consent to a health professional body
under section 35(4) of the HIA for the purpose of an investigation, discipline
proceeding, practice review or inspection. In such cases, the health professional
body must agree in writing not to disclose the information except as authorized by
its governing legislation.

6. Health information may be disclosed without consent to prevent or limit fraud or
abuse of health services under section 37(1) of the HIA:

i. The custodian may disclose individually identifying health information
without the consent of the individual who is the subject of the
information to a police service or the Minister of Justice and Attorney
General where the custodian reasonably believes;

a. that the information relates to the possible commission of an
offence under a statue or regulation of Alberta or Canada, and

b. that the disclosure will detect or prevent fraud or limit abuse in
the use of health services.

7. As required under section 41 of the HIA, when a record containing individually
identifying diagnostic, treatment and care information is disclosed without
consent, complete form (see section 7 below for notations under section 41 of
the HIA) and retain for 10 years after the disclosure. A computer notation of the
information disclosure shall be recorded on the individual’s record.

8. Unless health information is disclosed under one of the situations listed above or is
disclosed directly to the individual or his/her Authorized Representative, consent is
required.

9. As required under section 42 of the HIA, when any individually identifying
diagnostic, treatment and care information is disclosed whether the disclosure is
made with or without consent, the recipient is notified in writing of the purpose of
the disclosure and the authority under which the disclosure is made (i.e. which
section of the HIA allows the disclosure). This notification obligation does not
apply to disclosures to other custodians, or their affiliates, for any of the
Authorized Uses including disclosures to prevent or limit fraud or abuse of health
services (see section 8 below regarding notifications under section 42).

SECTION 4: REQUIREMENTS OF A VALID CONSENT



1. Under the HIA, consent for the disclosure of health information must be in writing on
paper or electronically using Ascent Health & Sport Therapy 's, Health Information
Disclosure Consent Form (see section 9 below for form).

SECTION 5: SAMPLE PRIVACY NOTICE

Ascent Health & Sport Therapy recognizes the importance of maintaining the privacy,
confidentiality and security of client’s personal information. Ascent Health & Sport Therapy
will not collect, use or disclose any information about you, including your personal health
information in any manner that is not in accordance with the Health Information Act or our
established office policies.

Ascent Health & Sport Therapy supports the right of individuals or their authorized
representatives to access and request corrections to their personal and health information,
subject to any specific restrictions in applicable legislation. Should you wish to authorize
another individual to act on your behalf, an Authorization of Representative Form must be
completed and submitted to the clinic. If you require access to your personal information or
would like to make a correction to your records, please use Ascent Health & Sport Therapy
Personal Information Request/Correction Form. Ascent Health & Sport Therapy may also
disclose personal information for approved purposes as authorized by the Health Information
Act or with your express consent when you fill out the Ascent Health & Sport Therapy Health
Information Disclosure Consent Form. All of these forms are available directly from the clinic
upon request.

Please consult the Ascent Health & Sport Therapy Privacy Policy for additional information on
how we safeguard the security of your personal information and ensure our compliance with
applicable legislation.

If you have any questions about our privacy policies and practices, please do not hesitate to
contact the responsible Privacy Officer:

Ricki Fisher
Telephone: (403) 262-1121

SECTION 6: PROCEDURE FOR EXPRESSED WISH UNDER SECTION 58(2) OF THE HIA

In deciding how much health information to disclose, a custodian must consider as an
important factor any expressed wishes of the individual who is the subject of the information
relating to disclosure of the information, together with any other factors the custodian
considers relevant.

e In accordance with section 34 of the HIA, no individual information is disclosed by
Ascent Health & Sport Therapy unless a Health Information Disclosure Consent Form is
completed in writing (or electronically) and included in the patient file.




e Any expressed wishes of the patient or their authorized representative must be
documented in writing and attached to the completed Health information Disclosure
Consent Form and included in the file.

e All patients or their authorized representatives must be made aware of the reasons for
any disclosure of their information, as well as the risks or benefits of consenting, or
refusing to consent to the disclosure of their individually identifying information.

e All patients or their authorized representatives must be made aware that they can
revoke their consent to disclosure in writing at any time.

** NOTE that if a representative is signing the Health Information Disclosure Consent Form
on behalf of the consenting patient, the clinic’s Authorization of Representative Form
must also be completed and included in the patient file.




SECTION 7: NOTATION UNDER SECTION 41 OF THE HIA

Section 41 of the HIA requires a notation of the following data when a record of diagnostic,
treatment and care information is disclosed without consent: i) the recipient; ii) the date and
purpose of the disclosure; and iii) a description of the information.

The HIA requires that such notations must be retained for 10 years from the date of
disclosure.

In some cases the notation may already be created and no additional form is required. For
example, if a medication history is faxed, mailed or emailed to the health care provider, the
fax cover sheet, covering letter or email message would likely already include: the health
care provider’s name (the recipient) and a dated cover note such as “Further to your request
to confirm medication history for the past month” (the date, purpose, and a description).

If the entire fax is retained for 10 years, the content of the fax would also serve as a
description of the information. However, in most cases only the fax cover sheet is retained. If
you are unsure if your fax cover sheet, covering letter or email message includes the required
data, the following form can be added to your fax, letter or email:

NOTATION PURSUANT TO THE S.41 OF THE
HEALTH INFORMATION ACT

The attached individually identifying diagnostic, treatment and care
information of (name of subject individual)
is being disclosed to (name of recipient) by
(name of custodian) on
(date), for the following purpose(s):

You might also consider imputing the required data in your computerized patient profiles. One
way of doing this within the framework of most existing EHR software, is to create a new file
entitled “HIA” in each patient’s profile. In this way, anytime the requirements of section 41
are triggered, the required data can be entered under the HIA field and linked to the patient
involved. The text of the above form can be inserted into the new HIA field or be simplified
to:

[DATE]: s.41 disclosure of [DESCRIPTION] to [RECEPIENT] for [PURPOSE].
SECTION 8: NOTIFICATION UNDER SECTION 42 OF THE HIA
Section 42 of the HIA requires that certain recipients be notified in writing of the following
data when any form of diagnostic, treatment and care information is disclosed, regardless of

consent:

i) the purpose of the disclosure; and
ii) the authority under which the disclosure is made.
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Appendix G

Information Privacy and Security in
Contracting Policy

SECTION 1: REQUIREMENTS AS CUSTODIAN

1. HIA specific agreement or contract is completed and signed by all service providers
who have access to the health information (this does not need to be a separate
agreement - HIA specific clauses could be included in a broader contract or service
agreement).

2. Until a contract detailing information privacy and security provisions is executed,
the service provider is not allowed to access health information.

3. When developing contracts with service providers who require access to health
information provisions addressing the following are incorporated as required:

i.

ii.

iii.

iv.

Identifying the types of records provided, collected, created, or
maintained in order to deliver the service;

Specifying any applicable privacy legislation (e.g. HIA, FOIP, PIPA,
PIPEDA);

Identifying the custodian as having custody and control of the health
information, including the responsibility and process for handling
requests for access to information;

Ensuring that the service provider meets or exceeds the standards set
out in the HIA and your policies and procedures; and

Specify the audit or enforcement measures you will undertake to ensure
that service providers comply with information privacy and security
provisions outlined in contractual agreements, e.g. non-disclosure
agreements, audit trails, regular review of service provider access
requirements.

SECTION 2: SERVICE PROVIDER'S REQUIREMENTS AS CONTRACTOR

1. The Service provider must:

i

ii.

Ensure that the service provider’s information security and privacy
policies are available upon request, including any updates or revisions
that occur after execution of the contract;

Document service provider roles and responsibilities for carrying out
specific information security processes;



iii.

iv.

vi.

vii.

viii.

Ensure that employees of the service provider are aware of, and
understand their responsibility to adhere to, all policies and procedures;

Agree that the service provider and employees who have access to
health information must sign a specific non-disclosure agreement;

Agree to immediately report to the custodian breaches of
confidentiality and privacy;

Identify disaster recovery procedures and backup or any information
assets and systems in the custody of the service provider;

Address the retention and disposition (e.g. destruction or return) of all
information assets (e.g. records, hardware, system documentation)
upon termination of the contract; and

Agree to assist the custodian in fulfilling individuals’ access requests for
health information within legislated time limits, if necessary.
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Appendix H

Transitory Records Procedure

1. A record will be defined as a transitory record if it falls into any of the following
categories:

i. Temporary information: Records required for specific activities but having no
further value once the activity has been completed (e.g. phone messages,
post-it notes, invitations, and some cover sheets).

ii. Duplicates: Exact reproductions of a master document. Note that if the
duplicate records have been annotated or altered in any way, it may have
become a new record that should be retained (e.g. photocopies, documents
scanned into an electronic system).

iii. Draft Documents and Working Materials: Including source materials used in
preparation of documents and earlier versions of final documents (e.g. drafts of
reports, working notes or tapes).

2. Transitory records are identified and destroyed after the actions to which they relate or
immediate purposes are completed.

3. Where practical, transitory records are maintained separate from non-transitory records if
they need to be retained for any length of time.

4. All confidential transitory records are kept secure and disposed of using containers or
shredders designated for confidential records disposal.

5. The destruction of transitory records does not need to be documented by listing the
records or having a staff member sign off the destruction. Any staff member may destroy
transitory records.

6. Before destroying documents be sure that the documents are in no way needed for future
accountability, liability or documentation purposes.



